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1. Introduction

1-1. Features

SNMPIV is a new generation SNMP (Simple Network Management Protocol) monitoring
product. Not only could remote control the RPM and get the current status of it, the
SNMPIV also could provide other functions, ex. connect to Modem could make the
monitoring possible when there is no permanent connection to Internet. The SNMPIV
could also be used to connect to ENV to get the temperature, humidity information.

User only needs to install the software of the enclosure SNMPIV CD on a Windows
environment to configure the IP address. All the other configurations can be
accomplished in a Web browser.

Features:
1. Provide SNMP MIB to monitor & control various devices
2. Auto-sense 10M/100M Fast Ethernet
3. Manage and configure via Telnet, Web Browser or NMS (MIB)
4.  Support TCP/IP, UDP, SNMP, Telnet, SNTP, PPP, HTTP, SMTP Protocol
5.  Providing easy setup and upgrade tools via MS-Windows, just a few seconds to finish IP

setting, about 1.5 minutes to upgrade firmware.

6. Sending both of SNMP TRAP and E-mail for events notification.
7.  Auto email daily history report
8. SNMPIV - 3Ports : Environment Measurement (Optional Kits), External modem dial in/out

via PPP protocol to control devices.




1-2. Applications

SNMPI1V makes your UPS on the Internet

An UPS can be configured with either an internal or an external SNMPI1V; it is then
connected to the network. The SNMPIV contains a MIB agent. The agent communicates
both solicited and unsolicited messages to the Network Management Station (NMS).
Unsolicited messages are defined by the MIB and are built into the agent for critical items
such as AC power failure and low battery detection. The agent recognizes these critical
events and immediately forwards them to the Network Management Station. The
network manager will immediately notice the alarm and the flashing icon of the SNMPIV.
By clicking on the icon, you will be able to see the alarm messages. If nobody is present,
the Network Management Station will shutdown the programs, the OS server and
eventually the UPS safely.

SNMPIV makes your RPM on the Internet

When the RPM are installed the SNMPIV, the system manager could check each and
every devices’ condition by a computer with Browser installed. The manager could
monitor and control the devices by simply input the IP address of the SNMPIV. When
there is a power abnormal condition happened, the SNMPIV could also send the trap
information to the system manager to take proper action.

SNMPI1V makes CPS (Current Probe Sensor) On the Internet
SNMPIV could be used to be a current monitoring utility, to get the up to 16 location of
the current information. The information could also be revealed on the SNMPIV Web

page.

SNMPI1V makes ATS (Automatic Transfer Switch) on the
Internet

SNMPIV could be used to be a transfer switch utility, to change the input source and
monitor the two input power voltage information. The information could also be revealed
on the SNMPIV Web page.

SNMPIV makes ENV (Environment Monitoring) on the Internet
3Port SNMPIV could be used to connect the surrounding monitoring utility, to get the
temperature/humidity information. The information could also be revealed on the
SNMPIV Web page. When there is an abnormal condition happened, it could also be sent
as a trap to the system manager and activated some pre-set action set by administrator.




1-3. Package

The Contents of SNMPIV are:
* CD-ROM

. SNMP Utility: Configure IP address and upgrade firmware.

. MIB: Management Information Base for Network. Support UPS, RPM, ENV,
CPS and ATS.
dgpups.mib supports UPS, ENV.
dgprpm.mib supports RPM, CPS and ATS.

. User’s Guide (PDF document)

e Adobe Acrobat Reader




1-4. Outlook

1. Model:
ETHERNET | MODEM ENV

Yes Yes Yes
Fig.1 SNMP 3201 Panel
ETHERNET
Yes n/a n/a
EPOWER eole Poider Davloe Sarver
Fig.2 SNMP 3204 Panel
2. LED Indication
3201 LED Table
Yellow Red Green Status

Solid Off Solid Off Solid ON Power ON

Flashing Solid ON Solid ON System initial

Solid ON Solid Off Solid ON Normal operation

Solid ON Flashing Solid ON Connecting to incorrect device

Flashing Flashing Solid ON Writing data to flash memory

3204 LED Table

Light color Signal definition Condition description

Green Power state On: Normal power

Red Connection state with device Flash: Connecting to incorrect device
Light flashes when SNMP Utility

Orange Correspondence state transmits command to UPS

LAN Port LED

Light color | Condition description
On: Internet correspond speed is 100M

Green Flash: Data transmitting
On: Internet correspond speed is 10M
Yellow Flash: Data transmitting

Reset key function:

1. Resetthe SNMP card power to restart the card.

2. Pressing and hold the reset key, then turn on the power source of SNMP card, and
then wait for 30 seconds. SNMP card will be back to factory default setting




2. Installing the Software

2-1. Install SNMP Utility

1. Load SNMPI1V Utility CD to the CD-ROM driver and execute SNMP Utility.exe.
2. After complete installation, there will be a ‘SNMP Utility’ group in Windows ’'Start’ >

‘Program Group’.
3. Click “SNMP Utility” could initiate the SNMP Utility and enter the main window for

configuration.

B NP Utility o SNMEP Utility
¥ W} Uninstall

Fig.3 SNMP Utility Group




2-2. Using SNMP Utility

In the right table of the main window of SNMP Utility is to show you all of SNMPIV be
searched in LAN; left side is function selection menu.

SNMP Utility

@ MNetwork Selection Device %Hardware% Firmware » |P address %
E£ configure
Download Firmware

Refresh |

Fig.4 SNMP Utility Main Window

1. Network Selection

After execute SNMP Utility, SNMP Utility would search computer’s network adapter
automatically, or, click on Network Selection from the main page. The screen would show
the network adapter that has been searched. Choose the network adapter that connects
with LAN, for your PC, then press “OK” to return the main page of SNMP Utility. SNMP
Utility would search the SNMPIV in the same LAN area and show all of the SNMPIV is
found.

BT SNMP Utility

@ MNetwork Se IR i X[ lddress %

&€ Configure Network Ldapter available
Download F Fast Ethemnet Ldapter

OK I Cancel

Refresh I |

Fig.5 SNMP Utility: Network Selection




2. Configure
Choose one of the SNMPIV devices from the right of the screen, then click “Configure” or
double click the items directly, it would jump out the following setting page.

1. IP Address: Set IP address for SNMPIV
Please set IP address; subnet mask; and gateway by manually or use DHCP or use
BOOTP. After setting completely, enter IP address from Telnet or Browser to connect to

SNMPIV’s website.

When using DHCP or BOOTP to set up IP address, IP address, Subnet Mask and Gateway
would receive directly by the system.

IP Address | Advanced |

—Address Configuration
" Obtain an [P address by DHCE
" Obtain s [P address by BOOTE
[

I nddress

IP Address: 192 168. 0 . 5

Subnet Mask: 255 255 355 .0

Gatewanr: 192 168 . 0O 254

)4 I Caneal

Fig.6 SNMP Utility: Set IP address for SNMPI1V

2. Advanced: Advanced SNMPI1V Setting

In order to ensure the secure management of devices, SNMP Utility provides two
protecting function:

a. SNMP Utility Password

If you set the password here, there is no way to give any command to SNMPIV by
SNMP Utility software without your password.




(Note: Please keep the password safely, if lose this password, SNMPIV will

never be able to complete any upgrade process.)

b. Management Protocol

SNMPIV provides HTTP (WEB) and Telnet to reference any related parameter
setting for the manager. Concerning with security, the manager could build to use
openly or any advance port setting upon the above two methods. Followings are
the description:

1. At advanced setting, two functions were set as activated by using port
number 80 and 23.

2. Untick means not using the function.

3.  When set to the other port number, full IP Address must be entered in order
to login to the website and Telnet.

For example,

« Set 81 as HTTP port number, then http://192.168.0.177:81 must be typed at
the web address to proceed to SNMPIV website.

« Set 24 as Telnet port number, then "192.168.0.177 24" must be typed at Telnet
to proceed to the Telnet screen of SNMPIV.

IP Address Advanced |

— ESNMP TUtilitsy

Hew password: I
Confirm passwiord : I

— Management Protocol
[v Enable HTTF Function
HTTP port nmber (1 - 65534): IBD

[+ Emnable Telnet Function
Telnet port number (1 - 5534} |23

QK I Cancel

Fig.7 SNMP Utility: Advanced setting of SNMPIV




3. Download Firmware

SNMPIV offers convenient firmware upgrade function. When you are going to upgrade
firmware, click Download Firmware from SNMPIV Utility, click -1 select new

firmware file (*.bin) and press “Start”. Thus, SNMPIV’s Red LED and Yellow LED flashing
alternative means the firmware is upgrading. After upgrade completed, SNMPIV will auto

reboot.

Note: SNMPIV provided well-considerable protection function. If uploading
was interrupted and raised data in incomplete, SNMPIV will keep its default to

avoid of complete data loss. In the case, just repeat “firmware upload” as well.

Start Cancel

Fig.8 SNMP Utility: Update SNMPIV firmware

4. Search SNMPI1V

SNMP Utility would search SNMPIV from LAN automatically, or search manually by
clicking on “Refresh”.

Refresh |

Fig.9 SNMP Utility: SNMPI1V search manually
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3. Web management interface

After finishing SNMPIV installation, including hardware installation and IP setting, you
are now able to go to SNMPIV web to monitor and control the devices by inputting
SNMPIV IP address in Browser.

1. Starting the Web Brower (Netscape or Internet Explore)
Enter the SNMPIV IP Address (Which is setting on SNMP Utility, e.g.
211.21.67.51).

3. On the first screen, enter the current password.

Enter Network Password [ 7]

> Pleaze lpe your uger name and password.
Site: 1392.168.0.177

Realm

Uszer Hame ||

Passward |

[ Save this password in your password list

] | Cancel

Fig.10 SNMPIV Login dialog

(Notel: When you log in the SNMPIV web management interface first time

after configure the IP, just click [OK] to enter the web directly.)

(Note2: If you want set the user name and password, please go to the
Configuration- WEB/Telnet to setup.)

(Note3: SNMPI1V only support the browser with HTTP 1.1 version or higher.
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After enter to SNMPIV Management Web interface,
there are 4 main function items in the Left Frame:

1. Information:
Provide the information for the connected
Device.
2. Configuration:
Configure the network and devices setting.
3. Log Information:
Record the events and data that generate by
devices.
4. Device selection:
Select the devices to monitor the status,
including UPS, RPM, CPS, ATS.

Every main function has its own sub-menu,

Fig.11 Choose Device

ENVIRONMENT CONTROL
MANAGEMENT

Information ystemStatus

]
Configuration [RETERIIS

EPM Action

Save/Restare
L —
Log . EwentLog
Information

Data Log
Save Event Laog
Save Data Log

Device Selection

IUF'SEH [default] 'I Apply |
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3-1. Information: System Status

This page is to show SNMPIV system information and Network setting. Values shown
here are either provided by SNMPIV itself or they are user settings from the
Configuration pages.

1. System Information

This section shows SNMPIV system information. Values in Firmware Version, Serial
Number and System Time, are provided by SNMP1V itself. Other values are user settings
from the Configuration pages.

2. Network Status
This section is to show SNMPIV Network settings. The MAC address is provided by

SNMPIV. All other values in this section are user settings from the Configuration pages.

System Status

System Information

Firmwan: Vinsion 10 SMP
System Name [SHMPTY Agem
System Contact {adrinistrator
| ncation Office
System Tlme DE/M22003 16:42:34
Liptirme 5 EE A7

Network Status
MAC Address D0:0ZEADD:1D:BA
Connection Type Paln Bense
IP Address 152.160.0.5
Subnel Mask [25h Tah 25 (]
Gataway 192.160.0.254
Emall Server
Primary DHS Senve
Secondary DNS Sarver
Primary Time Senee 1A 118463
Secondary Time Server 120.250.06.2
PP Server 10.0.0.1
L ogin P onne

Fig.12 System Status
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3-2. Configuration: Network

This page is to set SNMPIV Network settings.

1. IP Address
This section is to set SNMPIV IP address.

2. Subnet Mask
This section is to set SNMPIV Subnet Mask.

3. Gateway
This section is to set SNMPIV Gateway.

4. Obtain an IP address
This section is to choose to set SNMPIV IP address manually or via DHCP.

The above 4 sections can be set in SNMP Utility as well. SNMPIV will reboot after any of
the above are changed.

5. DNS Server IP
Primary DNS Server IP
This section is to set SNMPIV primary DNS Server IP address.

Secondary DNS Server IP

This section is to set SNMPI1V secondary DNS Server IP address. SNMPIV will use
the secondary DNS Server IP address when the Primary DNS Server IP address is
not working.

6. Ethernet
Connection Type

This section is to set communication speed between SNMPIV and Network.

7. Dynamic DNS
Allow user to export host name to Internet through DDNS service provider. User
on Internet can access the SNMP card behinds it through a predefined name
registered in DDNS service provider.

Service Provider

This section is to select a DDNS service provider.
14




Domain Name

This section is to set the pre-defined name registered in DDNS provider.

8. PPPOE
PPP over Ethernet connection to Internet are supported.

SNMPI1V will reboot after Connection Type is changed.

1P Adddress *
1P Addross 211 72 M0 53
Subnat Mask r. o, 255 48
Gataway mems
Obtai an 1P Address [By manual =]
[ NS Sen P
Primary ONS Server [P W
Secomtary ONS Server 1P | ——
Ethemet
Connuction Type® [Fate Senee =]
Sarvices Providu [ET— -
Bsmaln Hame |
Login Naime ,7
Lagln Passward |
Use sitatnal STUN sarver 16 gt Public IP 1o tegistar [t =] )
Primary STUN Servar 1P o I ——
Secantary STUN Server 1P li
PPPOE

Whan Caomnsction should ba mads [Disabled 5]
Login Name I
Login Passward | ——

* Moy the fiems wil caume SHMPIV to reboct

T

Fig.13 Network Setting
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3-3. Configuration: SNMP

This page is to set SNMPIV SNMP settings so it can be used by a NMS (Network
Management System). (Eg: SNMPC or HP Openview)

1. MIB System
System Name

This section is to give a name to a SNMPIV.

System Contact

This section is to give a name to the administrator.

System Location

This section is to set SNMPIV location.

2. Access Control
Manager IP Address

This section is to set the IP address that the administrator can manage SNMPIV
from the specific IP address. It is valid for up to 8 IP addresses. *.*.*.* is the
default setting without any access restriction for IP.

Community

This section is to set a Community name for NMS. The community name has to be
as the same as the setting in NMS.

Permission

This section is to set authorities of administrators. Options are Read, Read/Write,
and No Access.

Description

This section is for an administrator to make notes.

3. Trap Notification
Receiver IP Address

This section is to set receivers IP address for receiving traps sent by SNMPIV. It is
valid for up to 8 IP Addresses.

16



Community

This section is to set a Community name for NMS. The community name has to be
as the same as the setting in NMS.

Severity

This section is to set Trap receiver levels. There are three levels of Trap receiver:

« Information: To receive all traps.

« Warning: To receive only “warning” and “severe” traps.

« Severe: To receive only “severe” traps. (Please refer to NMS manual
for Trap levels.)

Accept

This section is to set to receive a trop or not.

Description

This section is for an administrator to make notes.

Event

This section is to select events for SNMPIV to send traps. Clicking on Select will
open a Select Events List. Event Traps may be selected from this list.

Schedule Shutdown Event

UPS Load Owerrun

UPS Communication Lost

Tum Off UPS

AC Power Failed

UPS Battery Low

\/ Events

Sroke Alarm

DiDa Alarm

Wito01 Alarm

Environmental Temperature Owerrun
Environmental Temperature Underrun
Environmental Humidity Overrun
Environmental Humidity Underrun

Select All Clear All Apply

U

m
=

Aaaaaax

Fig.14 UPS and ENV Events List
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MIB System

E—— e
Sytom Contan [
Systum Location PR
Access Control

Manager IP Address Communiy Peimission Description
[Fres [prstic [Feaaraiie =] [
e e Mo Access 3] —
| [peishe: | |
e [lie [Ho Ascess =] [
=== [pric [t Access =] [
(5 [jmistie: [Ho Aceess =] [

Trap Netification
a1 Acdelanss Camamunity Sty Accaplanc Iscription Evants
| e s o8 [ | Seea
[ [putic | | [ il
| [T [mees] o gl Selet |
[ [putic :[In[r-m'.nnnﬂ Ho 7] | — Salpct
[ [ [imeematien =] [ =] [ Select |
[ [pubic :[In[n'mmonj e =] [ — Slect
I ot e e I I 1
[ [putac [intoernation =] Ho ¥ [ Select

Fig.15 SNMP Setting
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3-4. Configuration: Email

This page is to set email details. You may set the specific mail receivers when the devices
have something occur

1. Email Setting
This section is to set SNMPIV Email Server.

Email Server

This section is to set SNMPIV’s Email server adderss.

Sender’s Email Address

This section is to set SNMPIV’s Email address.

Email Server Requires Authentication

This section is to set whether the Email Server requires authentication.

Account Name

This section is to set an Email account name when the email server
requires authentication.

Password

This section is to set a password when the email server requires authentication.

Send Email When Event Occurs

This section is to set SNMPIV to send warning Email when an event occurs.

2. Recipient’s Email Address (for Event Log)
This section is to set Email Addresses to receive warning email sent by SNMPIV when an
event occurs. It is valid for up to 8 Email addresses.

Event

This section is to select events for SNMPIV to send warning email. Clicking on
Select will open a Select Events List. Event email may be selected from this list.

19




3. Recipient’s Email Address (for Daily Report)
This section is to set Email Addresses to receive Daily Report email sent by SNMPIV when
an event occurs. It is valid for up to 4 Email addresses.

Send Email for Daily Report (hh.mm.ss)

This section is to set a particular time for SNMPI1V to send Daily Report every day.

Email Setting
Email Server l—
Sender's Email Address l—
Email Server Requires Authentication |NO j
Account Name li
Password li
Send Email When Event Occurs |NO j
Recipient's Email Address (for Event Log)
No. Email Address Events Selection
Account 1 | Select |
Account 2 | Select |
Account 3 | Select
Account 4 l— Select
Account5 l— Select
Account b l— Select
Account 7 l— Select
Account § l— Select |
Recipient's Email Address (for Daily Report)
No. Email Address
Account 1 l—
Account 2 l—
Account 3 l—
Account 4 l—

Send Email for Daily Report (hh:mm:ss) INO j at I

Fig.16 Email Setting

20




3-5. Configuration: PPP

This page is to set PPP dial information for modem.

PPP Dial-in
Login Name I
Login Password |
PPP Server IP fiooor
Login IP foooz—
Modem Script |\N ATEKIM150=1 OK WM

Fig.17 PPP Setting




3-6. Configuration: WEB/Telnet

This page is to set up the User Account in SNMPIV.

1. User Account
User Name

This section is to set a user name for SNMPIV web pages. It is valid for up to
8 users. Users have to input the user name to get access to SNMPIV web pages
from a web browser.

Password

This section is to set a password for SNMPIV web pages. Users have to input the
password to get access to SNMPIV web pages from a browser.

Permission

This section is to set user’s authorizations of Read, or Read/Write.

IP Filter

This section is to set a particular IP address. Users can only gain access to SNMPIV
web pages if they come from this IP address. If you want to manage SNMPIV
from any IP address, you can set it as *.*.*.*.

Web/Telnet

User Account

User Hame Password Permission IP Filter

|ReadN\lmej

|ReadN\t’mej

|ReadN\t’mej

|HeadN\t’mej

|HeadN\t’mej

|HeadN\t’mej

I |
| |
| |
| |ReadN\t’mej |“”
I |
| |
| |
I |

|HeadN\t’mej

Fig.18 Web/Telnet Setting
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3-7. Configuration: System Time

This page is to set SNMPIV system time. You can provide SNMPIV with up to 2 time
servers or you can set a time zone.

1. Internet Time Setting
Time Between Automatic Updates

This section is to set an interval for time synchronization.

Primary Time Server / Secondary Time Server

This section is to set a Primary Time Server and a Secondary Time Server for
SNMPIV.

Time Zone (Relative to GMT)

This section is to set a different time zone for different countries.

System Time (mm/dd/yyyy hh:mm:ss)

This section is to set SNMPIV system time manually.

2. System Time (manually)
Set this in the format: mm/dd/yyyy hh:mm:ss

System Time

Internet Time Setting

Tirne Between Autoratic Updates |1 Hour j

Primary Time Server 126.116.46.3
Secondary Tirme Server 126.250.36.2

Time Zone (Relative to GMT) [GMT+a00 =]

System Time

System Time {mm/ddfyyyy hhimm:ss) ‘ 09/30/2003 13:55:35

Fig.19 System Time
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3-8. Configuration: Save/Restore Settings

This page is to provide user can save and restore the SNMPIV system setting.

Save current configuration

This section is to save the system configuration to desktop PC.

Restore previous configuration

This section is to restore the pre-saved configuration to SNMPIV.

Reset to factory default

This section is to reset system setting to factory dafault.

Save/Restore Settings

Save current configuration Save |

Restore previous configuration | .. | Restore |

Reset to factory default Reset |

[

Fig.20 Save/Restore Settings
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3-9. Log Information: Event

1. Event Log
This page is a device event log. It shows a record of all events, giving the Date/Time of
the event and a detailed description of each. It can log up to 500 events. When this limit
is reached SNMPIV will delete the earliest event record and continue logging new events.

UPS Events List:

Schedule Shutdown Event
UPS Load Overrun

UPS Communication Lost
Turn Off UPS

AC Power Failed

UPS Battery Low

RPM Events List:

RPM Communication Lost
Outlet On

Outlet Off

Outlet Reboot

Outlet Fault

ENV Events List:

Environmental Temperature Overrun
Environmental Temperature Underrun
Environmental Humidity Overrun
Environmental Humidity Underrun

CPS Events List:

CPS Communication Lost
Current Out of Threshold 1
Current Out of Threshold 2

ATS Events List:

Switch Input Power

25



Date/Time Device vent

10/08/2003 08:21.40 |uPs he UPS passed ils intemal selFest

Fig.21 Event Log

2. Save Event Log
This function is to save current event log to another file for the other purpose to the
manager.

File Download x|
“r'ou have chosen to download a file from this location.

event.cgi from 192 165.0.5

what would pou ke to do with this file?

" Open this file from its curent location
& Save this file to disk

¥ &lways ask before opening this tpe of file

oK I Cancel More [nfo

Fig.22 Save Event Log
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3-10. Log Information: Data

1. Data Log

This page is a UPS data log. It shows a record of all data log in certain interval time, it
includes Data/Time, Input Volt, Output Volt, Freq, Loading, Capacity, and Temp. When
this limit is reached SNMPIV will delete the earliest data record and continue logging new

data.

Date/Time
D830/2003 0828 45
08230/2000 08.27 38
O30/2003 08: 2632
08302003 08.25:26
0802003 082419
080/2000 08: 2312
OS30/2003 08.22 06
08/30/2003 08.21.00
09302000 08:19°53
OSR0V2003 08 1847
0973072003 08.17.40
08302003 08.16.34
DRA0/2000 081527
ONI0/2003 08:14:21
A0S 061315

2. Save Data Log

Input Valt.
1130
1130
1130
1130
Han
130
1130
130
130
1130
1130
1130
1130
1120
130

Dala Log
Output Volt. | Freq. Hz)
130 [il]
130 B0
1130 B0
1130 6.0
1130 HI0
130 B0
1130 B0
113.0 0.0
1130 il
1130 ]
1130 HL0
1130 800
130 1]
1130 B0
130 B0

Loating

HEN RSN NN NN

BaHR

Fig.23 UPS Data log

Capacity
100
100
100
100
00

Temp.

20084 2F |

20C842F
220C 84.2F
20084 2F
29.0C 84 3F
BOCBAIF
Z90C 84.2F
200 8437
20C842F

F TR
HOCHBL2F |

20084 2F
20CB42F
Z00C B4 2F
250 84 2F

This function is to record data log as another file for the other purpose to the manager.
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4. Telnet (Remote Monitoring)

4-1. Introduction

SNMPIV supports multiple Network Management systems and LAN protocols. After

finishing hardware installation, you are now able to choose any utilities that provided by
SNMPIV to monitor and control RPM.

Here are introduction for using Telnet.

28



4-2. Telnet Configuration

1. Select “Start” from Windows, click “Run” to key-in SNMPIV IP Address

Type the name of a program, Folder, document, or
Internet resource, and windows will apen it far you,

Cpen: | telnet 192,168.0.5 I

o4 I Zancel | Browse, .. |

Fig.24 Telnet startup

2. Successful link-up display:

<<<<< SNMPIV Rgent Setup Program  >»>>>

ECM SNMPIV

Copyright{c) 2000. All Rights Reserwved.
R e e e e e et -
Press any key to continue .......

Fig.25 Telnet Connection

3. Initial to setup, please press “Enter” to enter telnet main screen. If the User Name
and Password had been set before, please enter actual value to access.

User Name: admin
Password: ====x

Fig.26 Telnet: Input User Name / Password

4. Main screen is as follows:
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. Set
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Select

2233
TP Address.
SNMP MIB System.
SNMP Access Control.
SNMP Trap Motification.
UPS Properties.
UPS Devices Connected.
Sustem Time & Time Server.
Web and Telnet User Account.
E-mail.

. Reset Configuration to Default.

Environment Group.

. Save & Reboot.
. Exit Without Saving.

=

Set IP Address.

Fig.27 SNMPI1V Telnet window

This function allows you to setup IP Address, Gateway Address, Subnet Mask

parameters.

Set SNMP MIB System.

This function allows you to set the MIB system group parameters.

Set SNMP Access Control.

This function allows you to set the Manager IP, Community, Access Permission.

Note:The configuration of ‘Set SNMP Access Control’ is only used for SNMP

Network Manager.

Set SNMP Trap Notification.

If you want to use a PC and perform the ‘Trap’ function of SNMP manager to
manage RPM through SNMPIV, the IP address of the PC must be added in this list

of SNMPIV.

Note:The configuration of ‘Set SNMP Trap Receiver’ is only used for SNMP

Network Manager.

Set System Time & Time Server.
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This allows you to setup the System date, time and two time servers.

Set Web and Telnet User Account.

This is allows to set users account’s authority.

Set E-mail.

This is allows to set e-mail accounts to receive power event notification for
emergency management.

Reset Configuration to Default.

Set all values to their default settings.
Save & Reboot.
Save the current configuration data, including any changes you have made, and

reboot the SNMPIV.

Exit Without Saving.

Exit, all configuration changes will be lost.
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5. Connected Device

5-1. UPS

1. UPS Information

This page is to show UPS basic information. Values here are either
provided by the UPS or they are user settings from the Configuration

pages.
UPS Information

Information about UPS Manufacturer, UPS Firmware Version, and UPS Model are
provided by the UPS.

Battery Information

Values here are user settings from the Configuration pages.

Rating Information

Values here are user settings from the Configuration pages.

Basic Information

UPS Information

UPS Information DGR
UPS Firmware Version 0.068
Serial Model Server1500

Battery Information
Last Battery Replaced Date ‘ 117231999

Rating Information
Voltage Rating | 100.0v
Frequency Rating | 60.0Hz

Misc. Information

UPS Next Self Test
UPS Last Self Test

|

Fig.28 Basic Information

2. UPS Status

This page is to show the UPS current status. Users can choose an interval from the
drop-down box to refresh the status readings.

UPS Status
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This section is to show the UPS power status. The abnormal status will be
displayed in red when there is a power event.

Input Status

This section is to show the UPS input status, including AC Status/Input
Voltage/Input Frequency. Values here will be shown in red when an abnormal
status condition occurs.

Output Status

This section is to show the UPS output status, including Output Voltage/Output
Status/UPS Loading. Values here will be shown in red when an abnormal status
condition occurs.

Battery Status

This section is to show the UPS Battery Status, including Temperature/Battery
Status/Battery Capacity/Battery Voltage/Time on Battery. Values here will be
shown in red when an abnormal status condition occurs.

UPS sStatus

UPS Status UP'S Normal
Refresh Status every “ 10 seconds |

Input Status
AC Status Unknowin
Input Line Voltage 0oy
Input Max. Line Voltage 0oy
Input Min. Line Voltage 0oy
Input Frequency 0.0 Hz

Output Status
Output Voltage 00y
Output Status Mormal
UPS Loading 0%

Battery Status
Temperature 0.0C (32.0F)
Battery Status Battery Mormal
Battery Capacity 0%
Battery Voltage 0oy
Time On Battery 00:00:00

L

Fig.29 UPS Status

3. Control UPS
This page is to provide remote UPS test functions. Choose the test item and click on
'Apply’ to execute it. (Please refer to the UPS manual for individual UPS Test functions.)
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Quick Battery Test

Quick battery function test for 5 seconds.

General System Test

General UPS and battery test for 15 seconds. Only when the battery fully charged
can execute.

Deep Battery Calibration

This is to test battery function. When the command is executed, the UPS wiill
transfer from AC to DC and keep running till the LBW.

Cancel Test

This function is to abort a test when it is executing.

Turn off UPS when AC failed/Reboot UPS

Selecting ' Turn off UPS when AC failed" will turn off the UPS. You can reboot the
UPS by selecting ' Reboot UPS'.

Shutdown UPS (Battery mode only)
Shutdown UPS during the period of AC failure.

Put UPS in Sleep mode for ___ minutes/Wake up UPS

When the UPS is put into Sleep mode, it will not provide power. The UPS will
provide power again after Sleep mode time is complete.

Cancel Shutdown

This function is to abort a shutdown when it is executing.

Audible alarm

e Disabled: Turn off all sounds of warning alarm.

e Enabled: Turn on all sounds of warning alarm.

e  Muted: Mute all sounds of warning alarm.

e Disabled Until Low Battery Warning: Turn off all sounds of warning, only
Low Battery Warning will be listened
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)

Guick Battery Test

General Systems Test

Deep Battery Calibration

Cancel Test

Shutdown UPS (Battery mode only)

Put UPS in Sleep mode far |EU minute(s)

Cancel Shutdown

ol el el Hol Hel Nol Nl

Audible Alarrn [Enabled

7|

Fig.30 UPS Control

4. Graphic View

This page displays temperature, capacity, load, voltage, etc of the UPS. The three bar
charts are output voltage, output load, and Input voltage.

Battery Status

Temperature

Frequency

Capacity

Serial Model

Battery Voltage

Version

Setting

Log Graphics

Connection

109.0 0.0 %
160.0
120.0
40.0
0.a
OutputVoltage  Output Load

=10l x|

110.0v
160.0

120.0

40.0

0.0

Input Voltage

Fig.31

Click “Setting” button, you can set upper Threshold and lower Threshold of output

voltage, output load, and Input voltage.

Graphic View
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Set Thresholds

Upper Threshold Lower Threshold
Output Yoltage (V) W W
Output Load (%) 75.0 ESCH
Input Voltage (V) W W

Applyl Reset I Cancel I

Fig.32 Setting

In “Log Graphics”, we can observe the change of “Input Voltage”, “Output Voltage”,
“Frequency”, “Loading”, “Capacity”, and “Temperature” appearing with X-Y coordinate
axis diagrams.

Input Yoltage - Value Dare Time
Refrech 05 093042003 03:25
5%
160
v
140+
120
100+
B0
60
e
20
T
-
o 09ﬂ9Q063 0704 UWZQFZU&? 2104 09/309063 11:04
Minmum  Modimom Avemge
1130 1130 1130 Srioy LB

Fig.33 Log Graphics

5. UPS setting
UPS Properties

You can set the date of the last battery replaced.

UPS Recorded
Set the interval time of UPS Data Log recorded.

Test UPS
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Set the interval time of test UPS (per week)

Warning Threshold Value

Time Out of Connection Lost

Critical Loading

Set the warning threshold of Output Load over-loading.

UPS Settings

UPS Properties

Last Battery Replaced Dated [mmfdd/ym]l

UPS Recorded
UPS Data Log ||1 minute j
Test UPS
Test UPS for every |Nune =]
Test UPS on Weekday |Mumday j

Time of UPS Testing {(hh:mm) |

Warning Threshold Value
Time Out of Connection Lost IBD se:nndsj

Critical Loading (%) |EA]

Fig.34 UPS setting

6. UPS Schedule

The schedule page provides the interface for scheduling the date and time when the
shutdown and restart UPS events should occur.

To add a new schedule, select the New button. To make changes to a current schedule,
select [Edit]. And to remove a schedule, select [Delete].

UPS Schedule

Date Time Action Modify
Every Monday |15'DD ‘Shutdnwn | Edit ‘ Delete
Mew
Warning will be initiated | 10 minutes ~| before Schedule Shutdown Event

Fig.35 UPS Schedule
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After selecting the New button or [Edit], the following page will be displayed. Select the
desired shutdown and restart configuration and select the Save button.

New Schedule Event

Gonee|
Dateimm/dd/yyyy) e ::"'29- Ionday
very: o

Time(hh:mm) [

& Shutdown
UPS Action " Shutdown with Restart

Delay: |1 Minutes

Fig.36 UPS new schedule

The following is a description of the fields contained on this page:

. Date: The date when the event should occur.

e Time: The time when the event should occur on the specified date.

. UPS Action: The UPS shutdown and restart settings. If Shutdown with
Restart is selected, the UPS will shutdown and then restart after n number of
delay seconds.

7. RPM Action

The page provides the interface to trigger RPM to do the specific action when one of the
UPS and ENV specific events occur.

Note: This funciton only support when the UPS or ENV is connected with

RPM.

RPM Action
RPM Action Configuration
Events Select  ———— -
|Evonss Action  Oceur T Remove
RPH [rert =]
Qutat [Cutiera =]
Outlet Action & ON © OFF

Fig.37 RPM Action

The executable environment

1. RPM power cord is plugged on the UPS.
2. SNMPIV is plugged on RPM
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3. iLIinkUPS card is plugged on UPS.
4. SNMPIV and iLinkUPS are connected with iLink cable.

Function

Event Select: You can select the event as trigger event.
Event Action: Choose trigger action occurs or remove.
RPM: set which RPM to react with trigger event.

Outlet: set which outlet of RPM to react with trigger event.

Outlet Action: Power on or off the outlet.

RPM Action

APM Action Configuration
Events Sulect UPS- =
.Evvms Action LS Load Oveerun

- mmul:lf:ﬂmr. Lost

ate
Outler V'S Battery Low
ENV.

Duttot Actian Ermargrengrial Temperature Crarrun
Erarormental Temparsture Undermun
Ecwiroranarnal Hurnidity Ovtrur

Erraronmertal Hurmiddy Underrun

Fig.38 RPM Action Selection
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5-2. RPM

1. RPM Status

The status of outlet was shown in RPM status. You can select the RPM which you want to

operate in “Select RPM “ field.

I O o o

white color means the outlet is power off.

Outlet process setting is under the name of outlet.
“non-internet” means you can’t control the outlet via SNMPIV Web interface.
“instant shutdown” means turn on/off outlet immediately.

“safe shutdown” means shutdown the power will be delay n number seconds.
“safe reboot” means reboot the power will be delay n number seconds.

The outlet icon color: yellow color means the outlet is power on now and

then you just can control the RPM.

Note: The RPM default ID is RPMOO. First, you must change ID number in

the “RPM Setting” page to any number in the “Address Change” list, and

All On

ISWITCH
1a turn on or off th outlet
Select RPM: RPNMD4 =
QutletA OutletE
instantShutdown ON D nor-internet OFF E
QutletB OutletF
instantShutdown ON E non-internet OFF D
QutletC QutletG
instantShutdown ON m non-internet OFF D
QutletDd Outletd
instantShutdown ON m nor-internet OFF m

All Off

-
"

2. RPM setting
Select RPM

Fig.39 RPM status

Select the ID of RPM which you want to configure.

Address Change
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Change the RPM ID. The default number for the factory setting is O which is not
controllable. It should be changed to any one of the numbers from 1 to 16.

Identification and Name

Rename the RPM and outlet

Phone controllable

Set the outlet can be controlled via telephone.

Control type

1. instant shutdown: When you turn off the outlet, the outlet will
shutdown instantly

2. safe shutdown: When you choose this type, after you turn off the
outlet, it will delay according to the value of “power off delay” field

3. safe reboot: When you turn off the outlet, it will reboot. Power on and
power off according to your setting in “Power off Delay” and “Power
Resume Delay” fields.

Power off Delay

The RPM will delay to turn off the outlet according to your setting time.

Power Resume Delay

The RPM will delay to turn on the outlet according to your setting time.

RPM Setting

Select RPM [RPM0z 7]

Address Change Rpm [RPWOZ =]

Identification izwTcH
A |Duﬂet.’-‘« lm |matam Shutdnwnj |2 sec |‘\5 sec
B IDut\etB ITSLI Imstam shutdnwnj |2 sec IWD sec
c | [ouwec [vEsz] | [safe shutgown =] |0 sec | [0 e
D IDut\etD ITSLI Imstam shutdnwnj |2 sec IWD sec
E |OuﬂetE m |mstam shutduwnj |2 sec |D sec
F IDut\etF m Imstam shutdnwnj |2 sec IEI sec
G |OuﬂetG m |mstam shutduwnj |2 sec |D sec

|Out\etH lm |m5tam shutdnwnj |2 sec |EI sec

H

Fig.40 PRM Setting
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3. RPM Schedule

The schedule page provides the interface for scheduling the date and time when the
shutdown and restart RPM events should occur.

To add a new schedule, select the New button. To make changes to a current schedule,
select [Edit]. And to remove a schedule, select [Delete].

RPM Schedule

Date Time RPM Outlet Action Modify
Once 0972772003 14:00 RPMO2 Outleta N Edit ‘ Delete

IMew

Fig.41 PRM Schedule List

After selecting the New button or [Edit], the following page will be displayed. Select the
desired shutdown and restart configuration and select the Save button.

New Schedule Event

RPM RPMI2 =]
Outlet | Outleta, ~|
Outlet Action & ON © OFF
@ - [09v27.72003
Date(mm/ddiyyyy) Onee
© Ewery: |Monday =
Time(hh:mm) IM:DDl
Please chedithe RPM configuration forthe RFW outlet action type: 1. Instant shutdown. 2. Safe shutdown. 3. Safe reboot.

Fig.42 Setting new schedule event

The following is a description of the fields contained on this page:

. RPM: Select the ID number for RPM to control.

e Outlet: The specific outlet in the RPM you to control

e Outlet Action: Select the action if turn on or off.

. Date: The date when the event should occur.

e Time: The time when the event should occur on the specified date.
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5-3. CPS

1. CPS Status
Display the electric current detected by Current Probe Sensor. (CPS) and indicate if the
current is out of pre-set value.

CPS Status

Mem  value(amp)  staws
cPEm A MR
cPE |huses s
CPS3 .N.l'a’\ A
CPEM |huses s
CPSE .N.I'A LA
CRE06 huta A
CcPSO7 i s
oPeg e A
CPSg i s
oPSI0 hua WA
PRSI i s
cPs12 :N.l'a’\ MR
CPS13 i s
CcPs14 .N.l'a’\ MR
CPSI5 i s
CPS1R .N.l'a’\ MR

Fig.43 CPS Current List

2. CPS Setting
Name

User defined the name of CPS

Threshold 1

User defined the limitation for first phase.

Threshold 2

User defined the limitation for second phase.
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| Thewshuld 1> 0.0 amp

Threshald 7 < 999.9 amp

cEsE vtpj [ lp_-m ]
crenz  [oPEmz [Fmon &
cPs0y  [[ePsie [eooo =X
cese [oPsa }m 1 =)
P05 [[CPats [Foo [Fma
cPse  [[CPsts [eooo =X
cesy ([oes }m 1 =)
P08 [[oPace [Foo [Fma
cpens ([oPsoe Zan] [roaa
cFsi0 [[cPsio [eooo =X
cesn forsn }m 1 =)
cpsiz [oraiz [Foo [Fma
sy [ePsia [eooo =X
cesie [oesia }m 1 =)
cpsis  [CPsis [Foo ﬁ.o
P56 [CPSte [fs0a. =

Fig.44 CPS Current List
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5-4. ENV

1. ENV Status

This page is to show details of the environment detected by ENV. Users can choose an
interval from the drop-down box to refresh the status. All settings can be set in the

Configuration/ENV page. The status will be displayed in red when ENV detects an

abnormal status condition. In addition, ENV will also set off an alarm for notification.

ENV Status

Refresh Status every

10 seconds =

Item

Status

Environment Temperature

3 EBC

Environment Humidity

49 %

|

Fig.45 ENV Status

Environmental Temperature

This section is to show current temperature which is detected by ENV.

Environment Humidity

This section is to show current humidity which is detected by ENV. (Shown as %)

2. ENV Setting

You can define the limitation to temperature and humidity for environment. If the

temperature or humidity goes out of threshold, system will be trigger to do some action,
such as mail, sending traps, trig RPM to control power.

ENV Configuration

Item

Critical Under Run

Critical Over Run

Hurnidity (%)

[s

[50

Temperature (c)

[5.0

[70.0

Fig.46 ENV Configuration
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5-5. ATS

1. ATS Status

This page is to show which the current input power source is. Click the “ICON” can switch
the input power source to another one.

Automatic Transfer Switch

Click the icon

Input Woltage  Frequency Type
None ov OHz Slave

Qutput

o— None ov OHz Slave

Fig.47 ATS status

2 ATS Setting
Identification

User defined the name of ATS.

Input Power Source A

User defined the name of Input Power Source A.

Input Power Source B

User defined the name of Input Power Source B.

ATS Configuration

Identification

Input Power Source A

Input Power Source B

Fig.48 ATS Setting
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